Random number generation is important in many activities such as communication, encryption, science, gambling, finance, and decisionmaking. Quality of random numbers is critical in some applications, especially in cryptography, which require true randomness. In this work, we propose exploitation of a commercially-available quantum tunnelling diode as a source of true randomness. This off-the-shelf device is inexpensive and has a promising capability for future electronic integration at large-scale production.
Introduction
Random numbers have many uses in communication, science, testing, finance, and gambling. In communication, random numbers are critical for the encryption of sensitive information. Practically, the security of communication relies on the hardness of an encryption function which demands unpredictability of random seeds. In addition to the area of quantum communication, real-world implementation of quantum-key-distribution protocols [1] [2] [3] [4] requires true randomness as an essential part where a sender and a receiver randomly select quantum states for their transmission and detection respectively. Randomness is also crucial for stochastic simulation where outputs are populated from random scenarios. Randomization is a key important in gambling, especially in a casino where a dedicated random number generator is highly demanded. In stock market, randomness has been involved for the fair distribution of stocks to the buyers. Furthermore, verification via online transaction requires random seeds for the generation of one-time passwords.
Random numbers can be obtained or extracted from various processes in nature such as chaotic process [5] [6] [7] , atmospheric noise [8] , electronics noise [9] , quantum phenomenon [10] [11] [12] , and computer programing [13] . These sources provide a wide variety of randomness quality ranging from pseudo-randomness, which exhibits a statistical pattern, to truerandomness, where output values are totally uncorrelated and unpredictable. Mechanical processes and devices -such as coin flipping, Galton boards, lottery wheels, and casino roulette wheels -have some intrinsic biases where outputs are not equally distributed which results in the unreliability of randomization.
Computer programing is an obvious source of pseudo-randomness where output value is calculated from a deterministic process. Electronics noise is also a poor source of randomness where output pattern can be statically recognized. Atmospheric noise is a good source of randomness in that randomness generation relates to a chaotic process which involved complexities cooperating unknown parameters. This source may be adequate in some applications -however it may pose security risks since the random signals are not isolated in a closed system, and anyone can setup a device to obtain signals coming from the same origin. The utmost source of randomness is an exploitation of quantum mechanical process where randomness is obtained from an uncertainty of the quantum system such as radioactive decay, quantum noise, and the collapsing of a quantum superposition state. One simple case of quantum random number generation harnesses a setup that passes single photons through a 50: 50 beam-splitter and then registering signals of photons leaving either side of outgoing ports. (See In this work, we propose an application of a tunnel diode [14] as a key component for true random number generation. This device is inexpensive, operates at a room temperature, and does not require expensive or complicated systems for the practical implementation. This makes it appealing for future electronic integration at mass production.
Tunnel diode
Tunnel diode [14] is a solid-state device, and it is one in many types of semiconductor diodes incorporated with a p-n junction. The p-type and n-type of the tunnel diode are heavily doped in which concentration of impurities is 1000 times greater than typical diodes. With regards that the more impurities introduced into a p-n semiconductor diode the thinner of its depletion region will be, tunnel diode has a unique characteristic that it exhibits an extremely thin depletion region. Zener diode is another p-n junction diode which is also heavily doped, however still incomparable to the tunnel diode due to its thicker depletion region. The band gap between the conduction band and the valence band of a typical p-n junction diode is wide and behaves like a thick barrier. This barrier blocks the passage of electrons flowing across the p-n junction. Electrons having energy greater than the barrier can overcome the internal potential force and causes the current flow.
In case of a typical p-n junction diode, conduction band of n-type aligns at the bandgap of p-type ( Figure 2 ). In this scenario, the depletion region behaves like a barrier that blocks the passage of electrons flowing from p-type to n-type. The current flow only occurs in the case when electrons can pass over the barrier with a threshold energy which is greater than the height of the barrier as illustrated in Figure 3a . In case of a tunnel diode, it operates in two modes: (i) tunnelling effect and (ii) p-n junction, as illustrated in Figure 4 . Taking this structure, the depletion region is very thin and the conduction band of n-type sits below the valence band of p-type (Figure 4a ). By applying small bias (Figure 4b ), electrons can tunnel through the depletion region, as shown in Figure  3b , resulting in the current flow from the conduction band of n-side to the valence band of pside. In this scenario, The rise of the bias voltage increases the probability of electrons flowing through the tunnelling effect until the conduction band of n-side and the valence band of p-side become fully overlapped (Figure 4c ) and we can observe the peak current ( " ) at this bias voltage ( " ). By increasing the voltage level, these bands begin to be misaligned (Figure 4d ) and the chance of electron tunnelling will decline until they are fully misaligned at a certain voltage ( $ ) (Figure 4e ). At $ , the electron tunnelling effect diminishes and therefore provides no contribution to the current flow ( $ ). This decline I-V curve exhibits the negative resistance behaviour since the current decreases when the voltage increases. Applying more voltage will drive the tunnel diode to operate in typical p-n junction state where current increase with an increasing of bias voltage. Figure 5 illustrates a commercial tunnel diode (P/N: 3U20D) used in this work. The measured I-V characteristic of this device is presented in Figure 6 . The circuit diagram used for the characterization is illustrated in the inset of Figure 6 . 
Randomness from a tunnel diode
Sweeping current ( ) and measuring voltage ( ) across a tunnel diode results in a hysteresis cycle. It was presented in the prior-art [15] that each forward sweep across a resonant-tunnelling diode (RTD) took different path along the I-V curve in a random manner. This means that " was unfixed and fluctuated with a random distribution around certain value. This idea inspired us to look into this special feature on a tunnel diode which has a simpler structure than an RTD but commercially available. Here, we designed the test flow diagram as shown in Figure 7a . As anticipated, we obtained the similar behaviour and presented it in Figure  8 (left). A histogram showing a random distribution extracted from " from 100,000 sweeps is plotted in Figure 8(right) .
In order to investigate for noises that may be originated from other components, we did two additional investigations. Firstly, we replaced the tunnel-diode circuit from the system with a voltage-comparator circuit (see Figure 7b ) to look into the impact of the tunnel diode. Secondly, we checked for bias signals that came from the voltage-signal generator † by implementing the circuit diagram in Figure 7c . By collecting data from 100,000 current sweeps, the results from these investigations is presented in Figure 9 . † In this work, a Hantek HDG2022B was configured to produce a non-negatively sinusoidal voltage with 100 Hz repetition rate. , and (b, c) without a tunnel diode circuit. In (a), voltage source was converted to the current source in which we aimed to sweep current in sinusoidal wave-form across the tunnel diode, and then to measure " of the I-V curve for each hysteresis cycle. In (b, c), the tunnel diode was removed out of the circuit in order to investigate bias signals that may be contributed from other circuit components apart from the tunnel diode itself. Experimental data in Figure 9 shows the amplitude fluctuation far greater than the case without the tunnel diode. We calculated the standard deviation ( ) of the fluctuated amplitude from 100,000 sweeping cycles and realized that & > ( > ) . This result points out that the fluctuation of current signals obtained from the tunnel-diode circuit in Figure 7a was dominated by the behaviour of the tunnel diode itself. The reason that caused this effect is unknown to us, and we keep this mystery for further investigation.
Random bit extraction
The prior-art [15] that presented the generation of random bits with an RTD, proposed a technique of current sweeping using pulse train with a fixed amplitude. In depth of detail, this fixed value corresponded to the value of " . Ideally, each forward current sweep will result in the two possible voltages which occurs at a random manner. Practically, this technique is not suitable for real world operation since " is unfixed and current sweeping with a constant amplitude will result in unbalanced bits generation. Our key idea for the implementation takes a different but yet simpler approach in that the random bit generation is accomplished by probing the fluctuation of " . In this work, we obtained a series of analogue data from the tunnel-diode circuit which was not yet digitized. This analogue data was fed to the post-processing logic for random bit extraction. This process included a procedure that removes the unwanted pattern from the dataset. At the moment, our work in this part is still under developing. Random bits which we extracted from analogue data were collected for randomness verification.
The preliminary results for the randomness test with our post-processing dataset is presented in an appendix part. This randomness check followed a standard guideline in accordance to NIST protocols [16] . In this report, a hundred samples of 200,000-bit sequences for each test were investigated. We found that all datasets were marked with "passed" within the confidence interval for all ten tests. Note that the minimum pass rate for each statistical test with the significance level at = 0.01 is approximately 0.96 for a sample size of 100 binary sequences. The confidence interval at 0.9602 means that 97 datasets must be marked with "passed" in all test method and the p-value in each sub-interval must exhibit a uniform distribution as have shown in Figure A2 . Moreover, the total of p-value must be greater than 0.00001.
As the result, we conclude that random bits generation using a tunnel diode as a key component has a tendency of being high quality which fulfil the requirement in the application of security. However, amount of data used in this statistical check was small and insufficient for true randomness verification. We suggest that a thousand samples of 1,000,000-bit sequences for each test are required for efficient investigation.
Conclusion and outlook
In this work, we have investigated the I-V characteristic of a commercially-available tunnel diode and examined the behaviour of its hysteresis cycle where forward current sweeping took a different path in each of every cycle. This was due to the fluctuation of " that exhibited a random distribution. We propose using this random distribution as a source of true random number generation. Our technique proposed in this work has been implemented with inexpensive electronics and shows promising feasibility for future integration into a single microelectronic board at a very low budget. Work in progress includes an improvement of the electronic circuit as well as the post-processing algorithm in order to eliminate environmental noise and extract high quality of random bits. Figure A2 : Distributions of p-values for method 1 to 10 corresponding to Table A1. 
